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HH(PPACTPYKTYPBI
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Ha Ne or PykoBoauTensiM CTpyKTYpHBIX
noxpasaenenui [Ipasurenscrea
obnactu

(0 CIHCKY PacChUIKH)
O HanpaBJIEeHUU METOJIMYECKUX
PEKOMEH TAIU I

VBaxkaeMbie KoJjIeru!

HampasnsieM ais ucnosib3oBaHusi B pabote pexomMeHAannu MuHucTepcTBa
1TU(POBOTO Pa3BUTHS, CBA3U M MAaCCOBBIX KOMMYyHUKanuii Poccutickoit denepanum
110 3(pPeKTUBHOMY PAaCTIO3HABAHUIO (PUIITMHTOBBIX MTHCEM.

[Ipomy pnoBecTH peKOMEHAAMU JO TMOJYMHEHHBIX COTPYJHUKOB U
MOJABEOMCTBEHHBIX OpTraHU3alIH.

C nmonomHuTenbHOW HWHGOPMAIMEH MO TeMe JWYHOW HH(POPMAIMOHHOMN
6e3omacHOCTH, B TOM 4ucie 1Mo 3hHEKTUBHOMY pacro3HABAHUIO (UITMHTOBBIX
MUCEM, MOKHO O3HAKOMUTHLCS Ha CIIETYIONINX HHPOPMAITMOHHBIX pecypcax B CETH
«HTEpHET:

paznen «KubepbezomacHocTh — 3T0 mpocTo!» Ha EaumHom mnoprane
rocyJIapCTBEHHBIX yciyr — https:// www.gosuslugi.ru/cybersecurity;

JIEHJIMHTOBas cTpanuiia B cetu «MuTepHer» — https://kubepzox.pd/;

caut «be3omacHOCTh poccuiiCKUX moJib3oBaTenen cetu «lMHTepHeT» —
https://www.safe-surf.ru.

[Tpunoxxenue: Pexomenmarnuu Ha 3 1. B 1 9K3.
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Pexomenxanuu MuHucTepcTBa HU(PPOBOro pasBUTHUSA, CBI3H
U MaCCOBBIX KOMMYHHKauui Poccuiickoin @eaepauun no 3¢ppeKTHBHOMY
PacnoO3HABAHUIO (PUILIMHIOBBIX MHCEM

®umuHr (anri. phishing) — Bua HHTEpHET-MOIIEHHUYECTBA, 11ETTbI0 KOTOPOTO
SBJSICTCSL TIONyYCHHE WCHTU(UKAIMOHHBIX JaHHBIX TOJb30Bareneld (JIOTHH,
1apoJib, HOMEpP KPEIUTHOU KapThl U APYyrol KoHGUICHIMATBHOW HHGOpMAIUN),
a TaKXe 3allyCK BPEJOHOCHOTO MPOTPAMMHOTO OOECHEYCHHs] Ha KOMIThIOTEpE
MIOJI30BATES.

Tako  BHI  HWHTEPHET-MOIIECHHWYECTBA, KAaK  IMPaBWJIO, OCHOBaH
Ha TICUXOJIOTUYECKONW MAaHHUITYJISIIIUU U €0 11eJbh — BBIBECTH YEJIOBEKA HAa TaKUe
AMOITMH, KaK HHTEPEC, CTPaxX, KaqHOCTb, 3JI0CTh, )KEJIAHUE TOMOYb. DTO MTO3BOJISET
0CJIA0UTh KOHIICHTPAITUIO YEIIOBEKA, YCHIIUTh €r0 OJUTEILHOCTD.

Tak, npuMeHEeHHE Pa3TUYHBIX ICUXOJIOTHUYECKUX MTPUEMOB JIeTIaeT TaKOW BHU/T
WHTEPHET-MOIIICHHUYECTBA YPE3BbIYaiHO 3()(PEKTUBHBIM, B TOM YHUCJIE B OpraHax
rocyJapCTBEHHOM BJIACTH.

Ilpumep. J{nsn 310ymbliiieHHUKa He cocmasisiem mpyoa Haumu 8 OMmKpPblmMbiX
ucmounuxkax ungopmayuro o cmpykmype Bawezo opeana eénacmu, onpedenumo
KHOUeBbIX OOJIICHOCMHBIX JUY U OOMeH KOpnopamusHou noumel Bawezo opeana
gracmu. Omo no36o0aem 310YMbIUIEHHUK)Y COenamsb QUIUUHC08YIO DACCHLIKY
NPUMEPHO Clledyioue2o cooeparcanus. « Yeascaemvlil ....! B nepuoo ¢ 1 mapma no 3
anpens YnpasieHuem UHGOPMAYUOHHBIX MEXHOLOSUL NPOUBOOUMNC PeGU3US
HOUMOBbIX AWUKOE COMPYOHUKOS .... Bce Heucnonvsyemvie noumvl 60yoym
omxmouenvl. Eciu vl nonyyunu OanHoe NUCbMO U NIAHUpYyeme UCNONIb3068AMb
OQHHBLIL NOUMOBbIL AWUK 8 OYOyWeM, npocbba ONepamusHo GOUMU 8 JUYHBIU
Kabumnem no ciedyrouell CColike. ... ...... »

[Tpu 3TOM CCBIITKA, KOHEUHO K€, BEACT Ha MOAEIbHYIO (hOpPMY aBTOPH3AIIUU B
KOPHOpaTUBHYIO 1ouTy. ECiu TOT miin HHOM COTPpYHUK OpraHa BIaCTH BOBPEMS HE
MOMMET, UTO JaHHAsl PacChUIKA SIBISETCS (DUITMHTOBOM, U MIEPEUIET MO CChUIKE, OH
OKaXKETCs Ha CTPAHMIIC, KOTOPasi BHEITHE HEOTIWYMMA OT HAacTOsIIeH popMbI BBOIA
y4eTHbIX JaHHBIX. KOHEUHO ke, BBEIsS JIOTUH M TMapoJib, TaKOW COTPYIHHK
«TOOPOBOJIBHOY» TIEPEIACT UX 3IIOYMBIIIJICHHUKAM.

HepBOHaqaanme AEeUCTBHS IpHA IMOJYICHHUH JICKTPOHHOI'0O ITUCbMA:

Eciun Bbl nonmyunnu nucbMo, B KOTOpoM OT Bac TpeOyroT kakoro-aubdo
B3aMMOJICHCTBHS, B TOM 4YHCIE HE3aMEIJIHMTEIBHOTO, WM K€ TaKoe IHUChMO
BbI3bIBacT y Bac mo0OnBITCTBO, YYBCTBO CTpaxa WM MOOYXKIAeT K JIEHCTBUSM,
Hanpumep, «OTKPO», «IIPOUnTaiD», «03HAKOMBCS», TO 3aJyMalTech U 3ajaiite cede
CJIEYIOLINE BOIPOCHI:

0KHUJAI0 JIH A 3TO MUCHBMO?
€CTh JIM CMBICJT B TOM, YTO OT MEHS TpeOyroT?
3HAIO JIM S aBTOpa 3TOTO MUchbma’?
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YBCPCH JIA A B 0e301acHOCTH IMOJYYCHHOT'O 3JICKTPOHHOT'O nicbema’?

Ecnu otBer X0Tst Obl Ha OJAMH W3 O3BYYEHHBIX BBIIIE BOMPOCOB «HET» -
BHUMATEJILHO TPOAHATU3UPYUTE COJAEPKUMOE MUChbMa W, MPU HEOOXOIUMOCTH,
CBSDKUATECH I KOHCYJIBTAMM C IPEICTABUTEIIEM TEXHUYECKON MOIJIEPKKU
Bamero oprana Biactu.

Nwmeiite B BUaY, 4TO 0COOOr0 BHUMAaHHUA TPEOYIOT MUChbMa, KOTOPBIE:

coziepKaT CChUIKY JUIsl TIEpEX0/ia Ha CTOPOHHUI pecypc (BO3MOXKHO, CChUIKA
BeJIeT Ha (UITMHTOBBIN TOIEIbHBIN pecypc). [Ipu sTom erie 6oJbiiero BHUMaHUS
3aCIIyKMBAIOT MHUCbMA, COAEPKAIINE «KOPOTKUE CCBUIKM», TaK KaK HEBO3MOKHO
ONPENIENIUTh, Ky/1a BEAET TaKasl CChLIKA;

cozepkaT BIOXKEHHE (BO3MOXHO, (ailli COACp>KUT BPEJOHOCHBIM KO ISt
3apaK€HUs Balller0 KOMIbIOTEPA);

COCTaBJICHbl HA UHOCTPAHHOM SI3BIKE;

UMEIOT OO0JIBIIIOE KOJIMYECTBO NOJTydaTeseH;

cojepkar opdorpapudeckre ommoKy;

CBsI3aHbl ¢ (PUHAHCOBOM, OAHKOBCKOM c¢epoll MM TEONMOJUTHYECKOM
00CTaHOBKO.

Kak aHaam3npoBaTh 3J1eKTPOHHBbIE MUCbMA?

1. IlpoBepbTe anmpec oTHpaBuTeNs (JOMEH ajapeca 3JIEKTPOHHOW IOYTHI,
C KOTOpPOW MPHUILIO IHUCHbMO, JOJKEH COBIAJATh C JOMEHOM, YKa3aHHBIM
Ha O(QUIMANIbHOM CalTe OpraHU3aluHh, OT MUMEHHM KOTOPOW SIKOOBI HarpaBiIEHO
MHACHMO, & JIOTMH TaKOU MOYThI, B CBOK OYEPEb, JOJHKEH COBNANATh C MPUHATOU
JOTUKOM HX TOCTPOEHUS B TOW WJIM WHOW opranuzauuu). IIpoBepsiite aapec
OTIIPABUTEIS, JaXKE B CIIy4ae COBIAJICHUA UMEHHU C YK€ U3BECTHBIM KOHTAKTOM;

2. IIpoBepbTe MOJTHOE WUMS OTHPABUTENS (IJI1 MPOBEPKH IMOITHOTO HWMEHHU
OTIpPaBUTENS, HABEIUTE KYPCOP MBIIIKU Ha YKa3aHHOE B MUChbME UMSI OTIIPABUTEIIS )
U 3aTe€M MPOAHAIM3UPYWUTE BBICBETUBIIMUCI aApPEC JJIEKTPOHHOW MOYTHI
B COOTBETCTBHM ¢ HH(DOpMaIuen n3 opuIuaIbHbIX ICTOYHUKOB (CM. IYHKT BBIIIE);

3. IlpoBeppTe, NpH HAIUYUHU, CCBUIKH, OAXKE €CIU IHUCbMO IOJIYYEHO
OT JApyroro mojb3oBarens Bameit uH)OpMaMOHHOW CHUCTEMBI, U TOMHUTE
0 TOM, 4TO caM (pakT HarmpaBiaeHUs: Bam 1o 3JIeKTpOHHOM MOYTE CCHUIOK, BEIYIINX
Ha CTOPOHHUU PECYPC, ABJISIETCS NOA03PUTEIbHBIM:

- oOpaTuTe BHMMaHWE Ha Ha3BaHUE cailiTa, Ha KOTOpbIi Bam mpennararot
nepeiTi. B HeM MOXeT OBITh M3MEHEH NOPSAIOK OYKB WU, HAIIPUMED, HEKOTOPHIC
OYKBBI MOTYT OBITh 3aME€HEHBI Ha HHU(PHI (Hampumep, www.sQbranie.ru). Kpome
TOTO, JJii BBEICHUS B 3a0JIy)KICHHE 3JIOYMBIIUICHHUKOM MOTYT OBITh
UCIIOJIb30BaHbl CIEIMATN3UPOBAHHBIE CEPBUCHI COKPAIIEHUS CCHUIOK (Hampumep,
bit.ly, tinyurl.com);

- HaBEAUTE KypCOp MBIIIKM HAa CChUIKY (He HaXKHUMasi Ha Hee, CChLIKA
NMOSIBUTCH WJIH PSAJAOM C KYPCOPOM WIH B JIeBOM HW)KHEHl 4YacTH OKHA)
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u npoBepbTe, 4ToObl URL, ykazanuwlii B 3JeKTpoHHOM cooOuieHuu, 1 URL,
0TOOpakaeMblil TPU HABEACHUH KypCcOpa Ha CChUIKY, COBITA1aJIH;

- Taxke Bl MokeTe BpydHyIO (HE KOMHUPYs €€) BOUTh MOJYUYEHHYIO CCBUIKY
B CTPOKE TTOMCKOBO# cucteMbl (SIHaexc, mail.ru u np.). Takoit metos mo3Boaut Bam
3aMETUTh BO3MOYKHBIC «OITUOKM» B TIOJTY9CHHOU CCHUIKE;

4. ITIpoBepbTe HaNMUKME BIOXKEHUN. ECliM OTNpaBUTEIb, 3JIEKTPOHHOE MTUCHMO
Y NPUYMHA, 10 KOTOPOM Bac mpocsAT OTKPBITH BIOKEHUE, BBI3BIBAECT JAXKE CaMOe
HE3HAYUTEIBHOE MOJ03PEHUE — HU ITPU KaKUX 00CTOSTEIHLCTBAX HE OTKPBIBANUTE €TO.

5. OOpamaiiTe BHUMaHWE Ha BO3MOXHBIE oOre4yaTkd, opdorpaduueckue
OmMOKK, OOJBIIOE KOJMYECTBO TMPOMUCHBIX OYKB, COBMAJCHHE Ha3BaHUU
OpraHu3alyd, UMEHH OTIPABUTENSI U COAECPKUMOIO B TEKCTE€ SICKTPOHHOIO
NMChMa;

6. Ecnu mnonydeHHOE€ MNHCHhMO BBI3BIBAET COMHEHHUS, 1O BO3MOXHOCTH,
CBSIKUTECH C OTIIPABUTEIIEM WJIH CO CIIPABOYHOM OPraHU3alvu, OT KOTOPOM MPHUIILIO
TaKO€ AJIEKTPOHHOE MHUCHMO, IO APYroMy KaHaily CBsi3U. IIpu 3TOM KOHTakTHbIE
JTAHHBIE HY>KHO OpaTh U3 aBTOPUTETHBIX HCTOYHUKOB, HAIIPUMEP, HA O(PUITHATEHOM
caiiTe OpraHu3alliy, a He U3 HaIlpaBJIeHHOro Bam nuceMma.

Yro nesarb, ecaim Bol 00HApPY:KIWIM (PUIIMHTOBOE MUCHMO?

1. He mepexoauTe 1Mo CChUIKE, 0COOEHHO, €CJIM OHU JUTMHHBIE WM, HA000POT,
CO3/IaHbI IPU TOMOIIY CEPBUCOB COKPAIIICHUS CCHUIOK;

2. He naxmMmaiiTe Ha CCBIIKH, €CJIM OHHM 3aMCHEHBI Ha CJIOBA;

3. He xonupyiiTe agpec CChLIKH;

4. He oTKpbIBaiiTe U HE CKAuMBaWTe BJIOXKEHHUS, OCOOCHHO, €CIM B HHUX
cozepxkarcs JOKYMEHThl C MaKpOCaMH, apXHWBBI C MApOJISIMH, a Takke (Dailiiel
¢ pacumpenusimu RTF, LNK, CHM, VHD;

5. He noarpyxanTe KapTUHKUA OT HE3HAKOMBIX JIFOJICH;

6. He 3amyckaiiTe Makpochl B O(DMCHBIX NPUIIOKEHUIX (MaKpoc — 2mo HaAbop
KOMAHO U  UHCMPYKYUll,  2pYnnupyemvix  emecme 6  8uoe  eOuHol
KOMAHObL ons asmomamuieckozo BbINONHEHUS 3a0auu.);
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7. He nepecbuianTe nucbMa KOJIJIEram;

8. Ilpoundopmupyiite cCiyx0y TEXHUYECKON MOIJIEPKKH CBOEro OpraHa
BJIACTU/aJIMUHUCTPATOPA UH(POPMAITMOHHON CHUCTEMBI, HAIIPABUB €MY MOJYYEHHOE
IMMChMO KaK BJIOKEHHUE;

9. Yanure pUIIHHTOBOE MHUCHMO.
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